Does Your U.S. Company Pull Data From European Citizens?
Fall In Line with GDPR by May 2018 or Suffer Substantial Fines
By: Jeff Dennis & Ivo Daniele
The European Union (“EU”) has enacted a strict, comprehensive framework of security
regulations aimed to protect its citizens. These regulations, known as the General Data
Protection Regulation (“GDPR”), provide a blueprint for a combination of required legal,
technological and work habits within an organization. Although this is an EU regulation, the
new laws will apply to any organization within or outside the EU that collects or processes data
of EU citizens. Therefore, U.S. companies must analyze their data and processes to determine
whether compliance with the GDPR is necessary. A quickly-approaching deadline of May 25,
2018 must be met to avoid massive fines.
What is the GDPR?
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In order to address the creation of social networking sites, cloud computing, and location-based
services, the EU set in motion a process to implement a vigorous set of rules to ensure the right
to personal data protection for all European citizens. In April 2016 the European Parliament, the
Council, and the Commission adopted a new GDPR, which will take affect on May 25, 2018.
This GDPR will streamline cooperation between the data protection authorities on personal data
issues allowing companies to deal with one authority - not each of the 28 EU member states. This
will allow for quicker decisions by the data protection authorities and greatly reduce the red tape
in both compliance and enforcement under the GDPR. This will also create a level playing field
by forcing non-EU companies to comply with the same strict regulations - regardless of whether
or not the company is established in the EU.
Territorial scope of the GDPR
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The GDPR applies directly to the processing of personal data in the context of the activities of
an establishment of a controller or a processor in the EU - regardless of whether the processing
takes place in the EU. Additionally, there are specific provisions under the GDPR that apply to
non-EU companies if their processing activities relate to (a) the offering of goods or services
(irrespective of whether a payment of the data subject is required) or (b) monitoring the behavior
of individuals within the EU. Therefore, all companies must determine whether they process or
monitor information of EU citizens. If a company falls within one of these categories, compliance
with the GDPR is mandatory.
What happens if a company fails to comply with the GDPR?
Failure to comply with the GDPR could subject a company to crushing administrative fines.

The supervisory authority has the power to impose administrative fines under the GDPR. The following violations and breaches would
subject a company to administrative fines:
• Not adhering to the core principles of processing personal data,
• Breach of notification to EU citizens by controllers and processors,
• Wrongful transfer of personal data to non-EU countries,
• Breach of obligations regarding certification,
• Ignoring the mandates asserted by the supervisory authority,
• Breach by those responsible for impact assessment, and
• Wrongful processing of employee data.
The extent of the violation and type of personal data involved will dictate the severity of the administrative fines imposed on a
company. For example, under the GDPR, a company could be subject to administrative fines up to 20,000,000 EUR, or up to 4% of the
total worldwide annual revenue of the preceding financial year. Obviously, these fines would be financially crippling to any company.
Preparing for May 25, 2018
The May 25, 2018 deadline is fast approaching and preparing for full compliance with the GDPR is paramount. Simple steps should
be taken to ensure compliance including to:
1.

Review and analyze data repositories for sensitive data,

2.

Perform an analysis/accounting of procedure for data collection, and

3.

Create an oversite committee dedicated to data activities and compliance.

Most importantly, however, is to determine whether compliance with the GDPR is necessary, and strictly follow the requirements
of the GDPR to protect from potentially massive fines.
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