FBI WARNS AGAINST BUSINESS E-MAIL FRAUD
By Susannah M. Eichele
Business Email Compromise (“BEC”) is a new type of fraud scheme that has become
increasingly common, targeting businesses that regularly make wire transfers. BEC scammers
contact employees responsible for wiring money by posing as executives or vendors and instruct
the employees, under false pretenses, to wire large sums to fraudulent accounts. BEC scams
have been increasingly successful, resulting in organizations being defrauded of significant
sums. The Federal Bureau of Investigation estimates that more than 7,000 U.S. companies have
been victimized, resulting in losses totaling nearly $740 million since October 2013.
In one version of the scam, imposters pose as high-level executives of a business by
compromising its email system or by using cleverly disguised email addresses that appear to
come from the business’ own server. The “executive” then sends a request for a wire transfer to
an employee who is responsible for wiring funds.
Another type of BEC scam targets businesses with long-standing relationships with
particular vendors. The business receives a fraudulent email purportedly from the vendor which
directs the business to wire funds for invoice payment to an alternate account controlled by the
scammer.
BEC emails often emphasize the urgency and secrecy needed for the transaction, and
occasionally include an outside telephone number to be called for confirmation.
Some insurance policies provide coverage for losses resulting from BEC scams, but the
trend is for insurers to deny these claims under typical policies. To bridge the gap in coverage,
some insurers now offer “Social Engineering Endorsements,” but these endorsements are
generally limited to relatively low amounts of coverage.
The best way to protect your company from a BEC scam is to plan in advance and
implement procedures designed to avoid fraudulent wire transfers, including:
•
•
•

•
•

Implement financial security procedures that include a two-step verification process
for wire transfers. The procedures should include live authorization and/or a wet
signature for approval in all cases.
When an email is received from an executive instructing a wire transfer, employees
should be required to initiate personal contact, even when the executive is on
vacation.
Be wary of “outside” telephone numbers. Confirm wire transfer requests using the
executive’s or vendor’s known telephone number or cell phone number. Create a
verification process that uses call-back records instead of information from an email
directing that funds be wired.
Be wary of requests for secrecy or pressure to take action quickly to transfer funds.
Implement policies that require employees with wire transfer authority to verify
changes in vendor payment location and confirm requests for transfer of funds.

•
•
•
•

Implement policies that require employees with wire transfer authority to confirm all
requests to add a new wire recipient.
Ensure that wire transfer policies and procedures are applied consistently to both
internal and external requests for wire transfers.
Configure email servers to filter out or flag self-domain spoofing.
Avoid web-based email accounts for business transactions.

If your company is victimized by a BEC scam, it is important to act quickly. Contact
your financial institution immediately and request that it contact the financial institution where
the fraudulent transfer was sent. Next, call the FBI and file a complaint with its Internet Crime
Complaint Center. It may also be advisable to file crime reports with local and/or international
authorities. Finally, call your in-house or outside counsel or risk manager to determine what
recourse you may have under insurance policies and/or vendor contracts.
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